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Abstract: Digital media have become a central component of health communication. They in-
Sfluence users’ information behavior and offer new opportunities to increase health literacy. At
the same time risks arise, including misinformation and growing inequalities in access to health
information. This publication presents theoretical models that explain user behavior in digital
health contexts and highlight their limitations. The focus is on the Health Belief Model (HBM),
the Theory of Planned Behavior (TPB) and the concept of the digital divide. While HBM and TPB
analyse individual perceptions, attitudes and intentions, the digital divide addresses structural
barriers. Recent research shows that digital health communication must also consider ethical,
technological and trust-related dimensions. The rise of algorithmically mediated environments
has introduced new challenges regarding transparency, fairness and accountability (Stark et al.
2023; World Health Organization 2023). These developments have led to the notion of an algorith-
mic health divide, extending traditional understandings of inequality by including disparities in
algorithmic literacy and data governance (Okan et al. 2024). Trust and ethical data handling have
therefore become key determinants of users’ engagement. Combining psychological, structural
and ethical perspectives offers a foundation for inclusive, trustworthy and evidence-based digital
health communication that strengthens health literacy and equity.

Keywords: digital health communication; health literacy, digital health literacy, Health Belief
Model; Theory of Planned Behavior

INTRODUCTION

Digitalization has fundamentally changed health communication. Digital channels increas-
ingly determine how people search for, evaluate and apply health-related information. This devel-
opment opens up opportunities for low-threshold access and personalized support but also brings
challenges: information overload, the viral spread of misinformation and the reinforcement of
social inequalities in access to health information (Cinelli et al. 2020; Deursen and Helsper 2015).
At the heart of these developments is health literacy, understood as the ability to acquire, under-
stand, critically evaluate and apply information to make decisions (Serensen et al. 2012). With
increasing digitalization, the broader concept of digital health literacy is gaining in importance.
This term describes the ability to navigate digital information environments safely and critically
(Norman and Skinner 2006). Recent studies indicate that older people and socially disadvantaged
groups in particular have low digital health literacy and may therefore be excluded from using
digital services (Dratva et al. 2024).

Digitalization has led to the emergence of new communicative environments that are no longer
exclusively human-mediated. Automated systems, algorithms and artificial intelligence now play
an active role in shaping how health information is filtered, prioritised and displayed. These tech-
nologies have introduced an additional layer of complexity: while they can personalise and accel-
erate access to relevant content, they also raise new ethical questions about transparency, data use
and accountability (World Health Organization 2023). Consequently, the issue of trust has become
a core determinant of digital health communication, influencing how individuals assess informa-
tion credibility and decide whether to act upon it (Stark et al. 2023). A theoretical foundation is
necessary to better understand these challenges. Classic approaches such as HBM and TPB offer
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useful frameworks for explaining individual behavior. They take into account perceptions of risk,
attitudes, social norms and perceived behavioral control. Yet these models have traditionally fo-
cused on individual cognition and motivation, often overlooking broader structural or ethical con-
texts. The concept of the digital divide fills this gap by systematically explaining barriers such as
lack of access, limited digital skills or low motivation (Van Dijk 2005). Recent scholarship extends
this idea toward an algorithmic health divide, which captures new forms of inequality emerging
from opaque data-driven systems and differences in algorithmic literacy (Okan et al. 2024).

Comparing these theoretical models and evaluating their relevance for digital health commu-
nication should contribute to establishing a coherent research field that connects behavioral, social
and ethical perspectives. This is equally important for communication science and public health.
By integrating classical behavioral theories with current concepts such as digital trust, algorithmic
transparency and participatory design, research can develop a more comprehensive understanding
of digital health literacy and its implications for equity and empowerment. Only such an inte-
grative approach can ensure that digital health communication is effective, evidence-based and
socially inclusive.

RESEARCH METHODOLOGY

The research methodology applied in this publication is primarily based on a structured litera-
ture analysis. The objective was to systematically identify and evaluate theoretical models relevant
to digital health communication and to assess their applicability for the promotion of health litera-
cy. The analysis was not limited to a single discipline but deliberately combined perspectives from
communication science, public health, psychology and information science in order to capture the
multidimensional character of the research problem (Snyder 2019).

A systematic search was conducted in recognized databases such as PubMed, Scopus and Web
of Science. In addition, key reports by international organizations were integrated to incorporate
policy-relevant insights. Inclusion criteria were peer-reviewed publications that explicitly address
theoretical models or digital health literacy. Data were analyzed using a comparative approach.
Each study was coded with respect to its theoretical basis, methodological design, target group
and reported outcomes. Constructs such as perceived risk, attitudes, usability and structural ine-
qualities were systematically compared across frameworks. To increase reliability, the evaluation
followed elements of qualitative synthesis as outlined by Noblit and Hare (1988), while quantita-
tive results from population surveys were integrated descriptively. Quality assurance was ensured
by applying established standards. Only studies that reported transparent methods and adhered to
recognized ethical guidelines were included. For quality appraisal, checklists such as the Mixed
Methods Appraisal Tool (MMAT) were considered where applicable (Hong et al. 2018). This was
particularly relevant for studies involving vulnerable groups such as older adults or individuals
with low digital literacy.

The results of the literature analysis were synthesized in a way that highlights complementari-
ties and limitations of the different frameworks. By triangulating evidence from theoretical, empir-
ical and policy-related sources, the methodology provides a robust foundation for the integrative
perspective proposed in this article.

RESULTS

Context, media logic and individual competence strongly influence the dialogical process of
health communication. Health literacy in particular is considered a decisive factor: it describes
the ability to identify, understand, critically evaluate and apply health-related information to de-
cision-making (Serensen et al. 2012). With digitalization, the focus has shifted to digital health
literacy. In addition to traditional information processing this also includes the ability to use digital
media safely, critically and responsibly (Norman and Skinner 2006).

Recent studies show significant deficits in the population: large sections of the population
have only low digital health literacy in Germany, which limits their participation in digital services
(Dratva et al. 2024). Similar findings have been reported internationally, with comparative surveys
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highlighting substantial gaps between younger, digitally literate groups and older or socioeco-
nomically disadvantaged populations (Levin-Zamir and Bertschi 2018; Dadaczynski et al. 2021).
HBM explains health-related behavior based on factors such as susceptibility, severity, perceived
benefits, barriers, incentives and self-efficacy (Becker 1974; Rosenstock 1974; Glanz et al. 2015).
In the digital context, its significance can be seen, for example in applications or internet portals
that support protective behavior by means of personalised risk information and can reduce barri-
ers through targeted communication (Seale et al. 2020). The model has also been applied to the
evaluation of digital vaccination reminders and COVID-19 exposure notification systems, where
perceptions of susceptibility and severity significantly shaped uptake (Shmueli 2021). TPB ex-
plains behavior through intentions that are shaped by attitudes, social norms and perceived control
(Ajzen 1991). Its relevance is evident in digital health communication as trust, social pressure and
digital literacy have a greater influence on the use of tools than mere technical access (Tomczyk et
al. 2021). Recent extensions of TPB further integrate affective attitudes and perceived credibility
of digital platforms, showing that misinformation or lack of transparency reduces intention to use
eHealth solutions (Celik 2023). The concept of the digital divide shows that technological innova-
tions remain unevenly distributed and are reflected not only in access but also in skills, usage and
outcomes (Van Dijk, 2005; Scheerder et al. 2017).

In the health sector in particular, vulnerable groups such as older people or those with low
levels of education are disadvantaged and use digital information less frequently and less critically
(Friemel, 2016). More recent scholarship emphasizes the notion of a health data divide, highlight-
ing inequities not only in information access but also in participation in digital health data ecosys-
tems, such as electronic health records and patient portals (Veinot et al. 2018).

The models complement each other. The HBM explains individual risk perception and mo-
tivation, the TPB highlights social influences and perceived control. The digital divide reveals
structural barriers. An integrative view of these approaches allows both micro psychological deter-
minants (attitudes, intentions, self-efficacy) and macro-structural conditions (access, competence,
social inequality) to be taken into account. This establishes a theoretical framework for the practi-
cal development of target group-oriented and inclusive digital health communication. In this con-
text, approaches such as the Unified Theory of Acceptance and Use of Technology (UTAUT) and
Technology Acceptance Model (TAM) have also proven valuable in explaining adoption behavior,
particularly when combined with health-specific frameworks (Venkatesh et al. 2012; Maranguni¢
and Grani¢ 2015).

A comparative analysis of the three theoretical approaches shows that each model has specific
strengths, but that only when combined do they provide a comprehensive picture of digital health
communication. The HBM is suitable for explaining individual risk perceptions and willingness
to act in a digital context. Studies show that digital tools such as vaccination apps or online risk
tests are effective when they highlight individual susceptibility and the severity of diseases (Jones
et al. 2015; Seale et al. 2020). At the same time, it is clear that perceived barriers such as a lack
of trust in data and information security limit their use. The TPB emphasizes the role of social
norms and perceived behavioral control. Empirical findings on the use of digital health apps show
that acceptance depends less on access and more on trust, social pressure and one’s own digital
competence (Ajzen and Schmidt, 2020; Tomczyk et al. 2021). The TPB thus explains why certain
groups do not use digital health services despite the technical possibilities available. The digital di-
vide approach extends psychological models to include structural dimensions. The analysis shows
that differences in access and competence lead to systematic disadvantages for vulnerable groups.
These differences have a direct impact on health literacy and can exacerbate health inequalities
(Friemel, 2016; Scheerder et al. 2017). The study illustrates that HBM and TPB offer important
lessons at the individual level. The impact of digital, complex health communication can only be
fully understood when the digital divide is taken into account. In addition, more recent integrative
research highlights that intersectional factors such as gender, migration background and regional
disparities play an increasingly important role in shaping both access to and use of digital health
services (Robinson et al. 2015).
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Addressing these factors is essential if digital health strategies are to reduce rather than rein-
force inequalities. Beyond these theoretical perspectives, recent research highlights the increasing
importance of digital health engagement as a multidimensional construct that bridges psycho-
logical, social and structural determinants. Empirical analyses confirm that digital health literacy
acts as a mediating variable between socio-economic background and the effective use of eHealth
services (Nguyen et al. 2023). In this sense digital competence not only facilitates access but also
enhances perceived behavioral control, a central element in the TPB (Ajzen 1991). Studies further
show that individuals with higher trust in institutions and stronger perceptions of data transparen-
cy demonstrate greater willingness to share health information digitally (Stark et al. 2023). At the
same time new conceptual frameworks propose that trust and engagement are dynamic process-
es rather than stable attributes. The Digital Health Engagement Framework identifies interaction
quality, perceived fairness and adaptive feedback mechanisms as crucial drivers of sustainable par-
ticipation (Baumgart et al. 2023). These findings support the assumption that psychological mod-
els such as HBM and TPB must be complemented by feedback-oriented and ethically grounded
approaches in order to capture the iterative nature of digital health behavior. Moreover, the results
of comparative cross-country surveys reveal growing inequalities in algorithmic health commu-
nication. While algorithmic recommendation systems can increase perceived relevance, they also
risk reinforcing pre-existing social divides when transparency and user agency are insufficient
(Okan et al. 2024; Veinot et al. 2018). The inclusion of algorithmic fairness and explainability as
structural dimensions therefore extends the original concept of the digital divide toward what has
been termed an algorithmic health divide. This notion integrates questions of accessibility, auton-
omy and justice into the analysis of digital health communication.

Several studies emphasize that participatory design and co-creation improve both usability
and perceived empowerment, especially among older adults or groups with limited digital literacy
(Toloza et al. 2024; Bernaerts et al. 2024). Participation thus emerges as a cross-cutting dimension
that connects psychological motivation with structural inclusion. These insights demonstrate that
effective and equitable digital health communication requires the systematic integration of behav-
ioral, structural and ethical perspectives within one coherent analytical framework.

CONCLUSIONS/DISCUSSION

This analysis has shown that theoretical models make an indispensable contribution to un-
derstanding digital health communication. HBM explains how individual risk perception, benefit
assessment and self-efficacy influence behavior in digital contexts. TPB supplements this perspec-
tive with social norms and perceived behavioral control, which are crucial for the acceptance of
digital health applications. Only by considering the concept of the digital divide does it become
clear that structural barriers such as lack of access, insufficient skills or lack of motivation can se-
verely limit the use of digital offerings (Ajzen 1991; Serensen et al., 2012). Only the combination
of psychological and structural models enables a realistic assessment of the opportunities and lim-
itations of digital health communication. Individual models are not comprehensive. HBM neglects
social norms, TPB neglects structural barriers and the digital divide does not take individuality
into account. The extension of these frameworks with additional perspectives further strengthens
explanatory power. The incorporation of TAM and UTAUT highlights the importance of usability,
effort expectancy and facilitating conditions for the adoption of digital health technologies (Ven-
katesh et al. 2012; Maranguni¢ and Grani¢ 2015). Intersectional analyses show that factors such as
gender, migration background and regional inequalities interact with psychological determinants
and structural divides to produce multi-layered barriers (Robinson et al. 2015).

Addressing these complexities requires integrative frameworks that move beyond isolated
models and systematically combine behavioral, social and technological dimensions. Such an ap-
proach has clear implications for practice and policy. On the one hand, the design of digital of-
ferings must be target group-specific, barrier-sensitive and grounded in evidence-based models.
Strategies such as participatory development and co-design with vulnerable groups are essential to
foster trust and increase acceptance. On the other hand, policymakers must ensure equitable access
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and provide the necessary infrastructure and training programs to reduce digital inequalities. The
promotion of digital health literacy, particularly among older adults, socioeconomically disadvan-
taged groups and those with limited language skills, emerges as a key lever for reducing disparities
(Dratva et al. 2024; Levin-Zamir and Bertschi 2018).

For future research, it is necessary to conduct empirical studies that jointly operationalise
these models and test them in different population groups. Mixed-methods designs and longitudi-
nal analyses would allow a more comprehensive understanding of how attitudes, norms and digital
skills interact with structural conditions over time. Greater attention should be paid to the role of
credibility and trust in digital environments, given that misinformation and algorithmic bias sig-
nificantly affect health behavior (Celik 2023; Veinot et al. 2018).

Building on these findings, current research underlines that digital trust and ethical governance
are now key determinants of sustainable participation in digital health communication. Trust must
be understood not as a static construct but as an evolving relationship between users, technologies
and institutions (de Camargo Catapan et al. 2025). Its development depends on transparency, data
integrity and fairness in algorithmic decision-making. When users perceive a lack of control or are
uncertain about how data are used, trust declines sharply, even when usability is high (Stark et al.
2023). Conversely, clear communication about data protection policies and participatory design
processes significantly enhances users’ confidence and willingness to engage.

Ethical frameworks have become increasingly relevant to address these challenges. The World
Health Organization’s Guidance on Ethics and Governance of Artificial Intelligence for Health
(2023) explicitly calls for principles such as explainability, accountability and human oversight
in digital health technologies. Without these safeguards, algorithmic systems risk reinforcing the
very social inequalities that digitalization aims to mitigate. Integrating ethical and governance di-
mensions into existing models (HBM, TPB, TAM) expands their predictive and normative value,
linking behavioral motivation with fairness and responsibility (Okan et al. 2024). Another essen-
tial dimension is participation. Empirical studies indicate that co-design and participatory research
significantly improve user acceptance, perceived empowerment and long-term engagement (Ber-
naerts et al. 2024; Toloza et al. 2024). Participation thus transforms digital health communication
from a one-directional information process into an inclusive dialogue that enhances digital health
literacy and equity. Participatory models also operationalise social capital, showing that engage-
ment in digital communities promotes both trust and resilience against misinformation (Baumgart
et al. 2023). Recent approaches, such as the Digital Health Engagement Framework and the Dig-
ital Health Literacy Maturity Model (Nguyen et al. 2023), highlight the interplay between digital
competence, motivation and system design. These models confirm that health literacy mediates
between socio-economic position and digital engagement, reinforcing the need for capacity-build-
ing interventions at community level. The concept of an algorithmic health divide broadens the
understanding of inequality beyond access, focusing on fairness, transparency and the distribution
of algorithmic risk (Okan et al. 2024).

These findings underline from a policy perspective that digital inclusion requires more than
infrastructure. It must also ensure informational justice and user agency. National digital health
strategies should therefore institutionalize trust audits, ethical impact assessments and participa-
tory design guidelines (World Health Organization 2023). Embedding these measures in govern-
ance frameworks ensures that digital transformation in health communication aligns with values
of fairness, inclusion and accountability. The convergence of behavioral, structural and ethical per-
spectives points towards a comprehensive integrative model of digital health communication. This
model acknowledges that cognitive, social and algorithmic environments co-shape health behavior
in digital contexts. By systematically linking user psychology, technology design and governance
ethics, such a framework offers a foundation for both research and implementation. It shows that
digitalization in healthcare can only reach its full potential when it informs and empowers. Digital
health communication must therefore be designed to be trustworthy, inclusive and equitable.

In conclusion the synthesis of behavioral, structural and ethical dimensions demonstrates that
digital health communication cannot be understood as a purely technological process or as an in-
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dividual act of information seeking. It represents a socially embedded and normatively significant
practice that depends on trust, literacy and transparent governance. Strengthening digital health
literacy therefore requires not only educational efforts but also systemic measures that promote eq-
uitable access, participatory design and institutional accountability. Future frameworks in research
and policy should integrate these elements to ensure that digital health transformation contributes
to empowerment and health equity rather than reinforcing existing disparities. Sustained interdis-
ciplinary collaboration between communication science, public health and information technology
1s essential to achieve this goal and to establish digital health communication as a credible, inclu-
sive and ethically grounded field of practice.
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HOUP®POBA KOMYHHUKAILIUA B OBJIACTTA HA 3IPABEOITASBAHETO U
3APABHATA ' PAMOTHOCT: TEOPETUYHHM MOJEJIN U UHTEI'PATUBHH
CBbOBPAKEHUSA

Pesztome: L{uppposume meduu ca ce npegvbpuaiu 8 YyeHMpaieH KOMNOHEHN HA KOMYHUKAYUsmMa 6 ooaiacm-
ma ua 30paseonazsanemo. Te @uusam 6vpxy UHGOPMAYUOHHOMO NOGedeHUue HA nompebumenume u
npeonazam HOBU b3MOJICHOCMU 3 NOGUULABAHE HA 30PABHAMA epaMomHocm. B cvujomo epeme 6v3-
HUKBAM PUCKOBE, BKIIOYUMENHO 0e3uHpopmayus u Hapacmeawu HepaseHcmsed 8 00Cmvnd 00 30pasHa
ungopmayus. Tazu nyoruxayus npedcmags meopemuyru Mooeiu, Koumo 005CHABAM NO8edeHUemo Ha
nompebumenume 6 yuppoesusi KOHMeKCm Ha 30PA8eona36aHemo U noOYepmasam mexuume ocpaHuye-
Hus. Akyenmsvm e 8bpxy moodena Ha 30paenume esapeanus (HBM), meopuama 3a nianupanomo nogede-
nue (TPB) u xonyenyusma 3a yugpposomo paszoenenue. Joxamo HBM u TPB ananusupam unousuoy-
anHume 6b3NPUAMUsL, HA2AACYU U HAMePEeHUs, YUPPOBOMOo pazdelieHue ce 3aHUMABA CbC CIMPYKMYPHUME
bapuepu. Ilocnednume npoyusanus noxkazeam, ue yugposama KOMyHUKayus 6 obiacmma Ha 30pase-
onaseanemo mpsaoea 0a 6zema npedgud U emuyHume, MexXHOI0SUYHUME U CEbp3anume ¢ 008epuUeno
usmepenus. Bv3xo0vm Ha aneopummuyHo meduupanume cpeou e 0OHeCbl HOBU NPEOU3BUKAMENCNEd
1o OMHOWIEHUEe Ha NPO3paYHOCmma, cnpasedausocmma u omuemuocmma (Stark et al. 2023, Ceemosna
30pasua opeanuzayus 2023). Tezu pazeumus 600am 00 NOHAMUENO 3d ANCOPUMMUYHA 30PABHA NPO-
nacm, KOemo pazuupsaea mpaouyuoHHOmo pazoupane 3a HepaseHCmeomo, Kamo ce 8KII0YEaAm pasi-
YUAMA 6 ANOPUMMUYHAMA 2pAMOMHOCT U ypagienuemo na dannume (Okan et al. 2024). [Josepuemo
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U emuyHomo Oopasene ¢ OAHHU Ca Ce NPEeGbPHANU 8 KAUO8U (YaKmMopu 3a AHSAANCUPAHOCTNING HA NOM-
pebumenume. Kombunupanemo Ha NCuxoiocuyecKku, CMpyKmypHu U emuyHu Nepcnekmusu npeoiazd
OCHO8A 3a NpUOOWABAWA, HAOEHCOHA U OCHOBAHA HA 00KA3AMeNCmed Yupposa KOMyHUKayus  0o0-
aacmma Ha 30paseonas38anemo, Kosimo yKpensa 30pasHama epamomHoCcm U pageHcmeomo.

Knrouosu oymu: yupposa xomynuxayus 6 30paseonazeanemo, 30pasHa epamomnHocm, yu@posa 30pasua
2PAMOMHOC, MOOEN HA BIAPEAHUSL 3d 30PABEMO; MEOPUsL HA NAAHUPAHOMO NOGEOEHUe

Hanun 3axapuac, 10KTOpaHT

VYHHUBEpCHUTET 110 OMOTMOTEKO3HAHHE U HH(DOPMAIIMOHHH TEXHOJIOTHU
Codus, bearapus
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